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Abstract—With an increased need for security in organisations around the world, it becomes necessary to have in place a system that is                                           
mostly foolproof, in order to prevent duping and unauthorised access to sensitive information. Each individual can be distinguished from                                     
another with biometric attributes, like the face, fingerprint and iris scan. There exist two kinds of systems that employ varying numbers of                                           
these traits for verification and recognition-unimodal and multimodal. Unimodal systems employ one trait, hence allowing easy misuse                                 
and duping. Multimodal systems, however, employ two or more of these traits. They allow access to a person only if they show a match                                               
all of the traits that exist for them in the database. In our project, we carried out fusion of four attributes-face, fingerprint, knuckle print                                               
and iris scan, in order to exhibit verification. We applied different transforms to the attributes and compared the results. 

Index Terms— Unimodal Biometrics, Multimodal Biometrics, Image Transforms, Pre-processing, Verification.   

——————————   ◆   —————————— 

1 INTRODUCTION   

A biometric is a technical term that encapsulates body                 

measurements and calculations. It describes human           
characteristics that may be used to differentiate one person                 
from another. Hence, biometric authentication is the form of                 
authentication and access control, wherein an individual is               
verified for legitimacy against a set of recognisable and                 
verifiable data which is unique and specific to them.[1] The                   
process involves comparing the testing data to a stored                 
biometric template in order to determine resemblance.  
 
The demand for biometrics is rising quickly due to an                   
increased need for security in every organisation of the world.                   
Sensitive data and equipment require reliable security             
systems, the demand of which is fulfilled by biometric systems                   
to regulate access[2]. All such systems employ several existing                 
techniques for unimodal biometrics.  
 
A unimodal biometric system uses a single biometric such as a                     
fingerprint or an iris scan to recognize an individual[3].                 
However, these systems can be compromised with little               
difficulty, putting the privacy and security of an organization                 
or an individual at stake[4]. The increase in duping gives rise                     
to a requirement for constructing an efficient system using                 
multiple biometric attributes.  
 
A system employing multiple biometric attributes to verify the                 
identity of an individual is a multimodal biometric system. In                   
multimodal systems, an initial image correction measures             
readies the images for further processing by reducing noisy                 
elements that may hamper the performance of the system.                 
Various image transforms are then applied to derive the                 
feature vectors of the attributes. This leads to reduced image                   
size, since the transforms eliminate unnecessary information.  
Biometric recognition is a system which recognizes an               
individual based on some features derived from behavioral or  
physiological characteristics. Feature extraction is used to             
represent important parts of an image in the form of a feature                       
vector. This approach is useful when image sizes are large and                     

a reduced feature representation is required to quickly               
complete tasks such as image matching and retrieval.  [5] 
Transformation of input data into a set of features is carried                     
out. Features are distinctive properties of input patterns that                 
help in differentiating between the categories of input pattern.                 
Most of the real-life biometric systems are unimodal biometric                 
recognition, which are based on single traits of biometric                 
information. Such systems are affected by many problems like                 
noise, non-universality, duping and unacceptable error rates             
etc. Hence multimodal biometric identification systems are             
becoming popular in these days. [6] 
 
Our project involved an initial review of existing multimodal                 
systems, which allowed us to understand the various               
techniques used in combining different combinations of             
biometrics. We then decided upon some of the most prevalent                   
attributes that are used to identify a person-the iris[7], the                   
fingerprint, and the face. We added the attribute of the                   
knuckle print to test how a rarely used trait would elevate the                       
efficiency of the system.  
 
Once we performed pre-processing on individual images, they               
were made to undergo transforms that allowed us to reduce                   
the size of the image. We further stitched all four attributes to                       
form another n x n image. These made up the training data for                         
the system. A testing image was made to undergo the same                     
pre-processing and transform stages, and then compared to               
the training data using distance measures for image               
comparison. The results that various transforms gave were               
noted and contrasts were made to determine the most efficient                   
ones in terms of Genuine Acceptance Rate and False                 
Acceptance Rate. 

2 PROPOSED ARCHITECTURE 
The proposed system is software-centric. The images used for                 
training and testing have been acquired from online sources.                 
The databases consist of eight images each for an individual.                   
Of these, seven are used for training purposes, and one is used                       
for testing.  
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Since the images have been acquired beforehand, the               
hardware details are drawn for representation purposes. The               
software architecture consists of the different techniques             
required for pre-processing the images. These include             
illumination correction, noise removal, and reduction of             
unnecessary information (Figure 1). The attributes are then               
made to undergo different transforms individually, and then               
stitched together to form the training data for the persons first                     
image of each attribute. The data is to be stored in the form of                           
.mat files.  

 
Figure 1. Proposed Architecture 

3 PROPOSED ALGORTIHM 

The following steps summarize the entire process of the                 
proposed multimodal biometric system(Figure 2):  

1. Pre-processing of biometric images  
a. Finger: Binarization using global thresholding  
b. Iris: Canny edge detection and circular Hough             

transform 
c. Face: Convert to grayscale 
d.Knuckle: Canny edge detection 

2. Feature vector extraction using all transforms and             
stitching LL bands together for each biometric 

3. Matching of feature vector using Euclidean distance             
and Manhattan distance for each transform system.  

4. GAR and FAR calculated for each transform system               
by sorting the array obtained for Manhattan and               
Eucliean distance. 

4 DATABASE DESIGN 
The database consists of scans of the fingerprint, knuckle                 
print, iris and face. For ten individuals, there exist eight                   
images each, of which seven are used for training, and one for                       
testing. Each image is in .bmp/ .jpg format, which is first                     
stored as .mat files for easy operation. The fingerprint images                   
are n x n. However, those of the face, knuckle and iris are p x                             
q, and are resized to square images by padding zeros. Every                     

individual is recognised using a unique id allocated in the                   
range 70021014060 and 70021014069. Sources for each             
biometric database are as follows: 

● Face- Yale Face Database 
● Iris- IIT Delhi Iris Database (Version 1.0) 
● Finger- CASIA Fingerprint Image Database Version           

5.0  
● Knuckle- IIT Delhi Finger Knuckle Database (Version             

1.0)  
 

 
Figure 2. Proposed Algorithm 

5 PRE-PROCESSING 
The padded images were further resized such that their                 
dimensions were in the order of 2. The dimensions being in                     
this scale are important for accurate processing of transforms. 
 
Each attribute was then resized and then pre- processed using                   
a technique suitable for each. The following methods were                 
used to make images appropriate for processing. 

 
5.1 Knuckle 
The knuckle print was processed using two functions and                 
results were compared. Canny edge detector and Gaussian               
smoothing filter (Figure 3) were applied to different copies of                   
the same image. The degree of smoothing was first varied.                   
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Further, canny edge detector was applied on the smoothened                 
images (Figure 4). A separate operation of only using canny                   
edge detector was also performed. [8] 
 
It was observed that the smoothing operations led to quite a                     
large amount of information loss. This was the basis of                   
selection of only the canny edge detector. Hence, this                 
technique allowed the output images to have more prominent                 
edges and a sufficient amount of information. 
 

 
Figure 3. Smoothing operation on knuckle print 

 
 

 
Figure 4. Smoothing followed by canny edge detection  on 

knuckle print 
 

2.2 Fingerprint 
The fingerprint images were in the form of RGB                 
(Red-Green-Blue) planes. They were first converted to             
grayscale images. Roberts cross operator and binarization             
using global thresholding were applied to different copies of                 
the same image to compare results. Results of both operations                   

is shown in Figure 5. [9] 
It is evident that Roberts cross operator causes loss of                   
information while thresholding using binarization yields an             
image with more prominent edges, and sufficient information               
as required. Hence, the pre-processing of fingerprint image is                 
carried out by binarization using global thresholding.  
 

 
Figure 5. Comparison of pre-processing for fingerprint 

 

2.3 Face 
The images of the face in the RGB plane were converted from                       
24 bit image to 8 bit image. The acquired images needed to be                         
padded with zeros in order to make the image size                   
appropriate for transformation.[10] They were then resized to               
256 x 256. 

 

2.4 Iris 
Pre-processing of iris image requires identification of region of                 
interest, i.e. the circular region consisting of the iris. This is                     
done by application of Canny edge detector (Figure 6) and                   
Circular Hough Transform on the image. The canny edge                 
detector detects the circle approximately on the original               
image. 
Circular Hough transform is then applied on the processed                 
image to mark the points of the circle. [11] 
 
Elimination of area outside ROI is done by creating a mask                     
using the circle coordinates or simply by coloring the pixels                   
outside the circle blue. The second solution is used in the final                       
system as the resulting image after application of the mask                   
had errors and gives only an approximate position of ROI                   
(Region of Interest) (Figure 7). 
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Figure 6. Edge Detection of Iris 

 

 
Figure 7. Region of interest for Iris 

 

6 FEATURE EXTRACTION 
Feature vector in the proposed system is extracted by applying                   
one image transform to the pre-processed images. The               
following seven transforms are applied to all biometrics for                 
comparison in order to determine the transform for optimum                 
results. 

● Discrete Sine Transform 
● Discrete Cosine Transform 
● Haar Transform 
● Kekre Transform 
● Slant Transform 
● Hartley Transform 
● Walsh Transform 

 
The parts of the transformed image which have the maximum                   
information are selected for each biometric. These images of                 
iris, finger, knuckle and face are stitched into LL, LH, HL and                       
HH bands respectively. This image is then saved in a .mat file                       
format and used as a feature vector for further operation.                   
Feature vectors are developed for all 8 samples present in the                     
database. 

7 MATCHING 
Out of the eight feature vectors developed for an individual,                   
the first seven are used for training the dataset and the last i.e.                         

eighth image is used for testing. The eighth image of each                     
individual is matched against every image of all individuals.                 
This is done by calculating the Euclidean distance and the                   
Manhattan distance between the test and training images. 

8 SCORING 
Genuine Acceptance Rate (GAR) and False Acceptance Rate               
(FAR) are the two parameters used to measure the robustness                   
of the system. [12] . They are calculated for each transform                     
system according the number of entries it accepts correctly                 
and rejects incorrectly. They are calculated using the               
following equations.  
 

                    (1)ARG =  Number of  Correct Acceptance
Number of  Identif ication Attempts  

 
                     (2)ARF = Number of  False Acceptance

Number of  Identif ication Attempts  

9 RESULTS AND DISCUSSION 
The testing process first involves taking as input from user the                     
identity of the person whose test image is to be supplied to the                         
system. The distance measure calculations of the same are                 
done against every image in the database. The following                 
subsections show the GAR and FAR obtained for feature set of                     
each transform. The number of training images are 7, hence                   
the value is taken as the basis for calculation of the rates. A                         
GAR value of 1 would indicate 100 percent accuracy in                   
matching, while that of 0 indicates failure to match, and vice-                     
versa for the calculated value of FAR. 
 
9.1 Discrete Cosine Transform 
DCT is the best performer, since it exhibits 100 percent                   
accuracy for Manhattan distance, and the highest accuracy for                 
Euclidean. (Table I) 
 

 
Table I.  GAR and FAR for DCT 

 
9.2 Haar Transform 
Haar transform is the poorest, since the values of GAR and                     
FAR are highly undesirable. (Table II) 
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Table II.  GAR and FAR for Haar Transform 

 
 
9.3 Hartley Transform 
Hartley transform is one of the most accurate, since it gives                     
good accuracy for Manhattan and Euclidean distances.             
(Table III) 
 

 
Table III.  GAR and FAR for Hartley Transform 

 
9.4 Kekre Transform 
Kekre transform performs poorly for both distance             
calculations. (Table IV) 
 

 
Table IV.  GAR and FAR for Kekre Transform 

 

9.5 Slant Transform 
The slant transform is among the least accurate, due to the                     
small values of GAR, and large values of FAR. (Table V) 
 

 
Table V.  GAR and FAR for Slant Transform 

 
9.6 Walsh Transform 
Walsh transform, like Hartley, is one of the most accurate,                   
since it gives good accuracy for Manhattan and Euclidean                 
distance. (Table VI) 
 

 
Table VI.  GAR and FAR for Walsh Transform 

 
9.7 Discrete Sine Transform 
DST exhibits accuracy only when the Euclidean distance is                 
used as a measure for comparison, hence it is not completely                     
accurate on comparison with other transforms. (Table VII) 
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Table VII.  GAR and FAR for DST 

 
 
9.7 Visual Representation of Accuracy Comparison 

 
Figure 8.  Comparison of GAR for various transforms 

 
 

Figure 9.  Comparison of FAR for various transforms 
 

10 CONCLUSION AND FUTURE SCOPE 
 
Biometrics is an emerging field due to the increased need for                     
security. Unimodal biometrics comes with the disadvantage             
of illegal penetration by unauthorised personnel. This is               
overcome by using multiple biometric attributes for the               
purpose of authentication.  
 
Our research project proposes a fusion approach             
incorporating the second level decomposition of images.             
Each biometric will be decomposed and the LL bands                 
extracted. Further, each LL band will be substituted for the                   
other three bands in one of the biometric decompositions to                   
produce a single image containing fused information. This               
can undergo inverse transforms to give a feature extracted                 
fused image as output. As observed, DCT, Walsh and                 
Hartley are the most efficient transforms when considering               
the distance measures of Manhattan and Euclidean. DCT is                 
efficient, since most of the information is concentrated in the                   

upper left corner of the transformed image. Hartley               
transformed images contain information in the corners of the                 
image, which we have efficiently extracted. Our system               
hence is mostly efficient for these transforms, as observed in                   
Figures 8 and 9. In the future, we would like to add                       
Eigenface extraction for face, such that the storage required                 
for the same is reduced even further. We aim to also improve                       
the efficiency of the other transforms. 
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